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ABSTRACT

This paper presents a critical analysis of the legal, regulatory, and academic foundations
underpinning the design of automated UK GDPR compliance platforms, with particular
reference to the Vortex AgOS UK GDPR Compliance Manager developed by AFC Fintech
Ltd. Drawing upon the statutory architecture of the UK GDPR (as retained by the European
Union (Withdrawal) Act 2018), the Data Protection Act 2018, the Privacy and Electronic
Communications Regulations 2003, and the Data (Use and Access) Act 2025 (‘DUAA”), the
paper examines seven interconnected compliance domains: records of processing activities
(Article 30), data protection impact assessments (Article 35), breach notification (Articles 33—
34), consent management (Article 7 and PECR Regulation 6), subject access requests (Article
15), data retention (Article 5(1)(e)), and the accountability principle (Article 5(2)). Each
domain is analysed through three lenses: the primary legislation and secondary instruments, the
Information Commissioner’s Office guidance and enforcement practice, and the peer-reviewed
academic literature. The paper then evaluates how the Vortex AgOS platform’s modular
architecture responds to specific compliance deficits identified in the scholarship. The central
finding is that the compliance gap facing UK organisations is primarily operational rather than
legal, with empirical evidence demonstrating that only 11.8% of cookie consent
implementations meet minimum legal requirements (Nouwens et al., 2020), 58% of
organisations fail the one-month SAR deadline (Talend, 2023), and ICO enforcement action
remains orders of magnitude below comparable EU jurisdictions (Erdos, 2025). These findings
support the proposition that the accountability obligation under Article 5(2) increasingly
demands technologically mediated compliance infrastructure rather than manual processes
alone.

Keywords: UK GDPR, regulatory technology, compliance automation, Data (Use and Access)
Act 2025, data protection impact assessment, breach notification, consent management,
accountability, Vortex AgOS
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1. INTRODUCTION

The United Kingdom’s data protection framework has undergone its most significant
transformation since the enactment of the General Data Protection Regulation in 2018. The
Data (Use and Access) Act 2025, which received Royal Assent on 19 June 2025 and
commenced phased implementation from 5 February 2026, represents the first large-scale
structural divergence from the EU GDPR since the UK’s departure from the European Union.
This paper examines whether and how these developments affect the design of automated
compliance platforms — an emerging category of regulatory technology that seeks to translate

complex legal obligations into operational workflows.

A preliminary clarification is necessary. The earlier Data Protection and Digital
Information Bill (No. 2) passed the House of Commons on 29 November 2023 but fell when
Parliament was prorogued on 24 May 2024 before the July 2024 general election. Its successor,
the DUAA, adopted a deliberately more modest reform programme, retaining core GDPR
architecture — including Data Protection Officers, Records of Processing Activities, and Data
Protection Impact Assessments — while making targeted amendments designed to preserve the

European Commission’s adequacy decision.

The commercial and regulatory context for this analysis is the Vortex AgOS UK GDPR
Compliance Manager, developed by AFC Fintech Ltd as a module within its Vortex AgOS
compliance and operations platform. Vortex AgOS addresses seven interconnected compliance
domains, each of which this paper examines through three analytical lenses: the primary
statutory provisions, the ICO’s regulatory guidance and enforcement practice, and the peer-
reviewed academic literature. The paper does not seek to evaluate the platform as a commercial
proposition; rather, it uses the platform’s architecture as a concrete framework for analysing the
relationship between regulatory obligations and the technical systems designed to implement
them.

The paper’s central thesis is that the compliance gap facing UK organisations is
primarily operational rather than legal. The statutory framework is well-established and,
following the DUAA, relatively stable. What is lacking is the organisational capacity to
implement these obligations consistently. The question is whether — and under what
conditions — automated compliance platforms can meaningfully address this gap without

undermining the substantive rights that the legislation is designed to protect.
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2. RECORDS OF PROCESSING ACTIVITIES AND THE NARROW
REALITY OF THE SME EXEMPTION

2.1 Statutory Framework

Article 30 UK GDPR requires every controller and processor to maintain written
records of processing activities. Controllers must document the purposes of processing,
categories of data subjects and personal data, recipients, international transfers, envisaged
erasure time limits, and a general description of security measures (Article 30(1)(a)—(g)). The
SME exemption in Article 30(5) exempts organisations with fewer than 250 employees — but
only where processing is occasional, does not involve special category or criminal offence data,
and is unlikely to risk individuals’ rights. The Article 29 Working Party’s Position Paper on
Article 30(5) Derogations (19 April 2018), endorsed by the EDPB, clarified that because most

processing is ‘not occasional,” the exemption applies in practice to very few organisations.

2.2 Regulatory Guidance

The ICO’s documentation guidance suite describes ROPA as a ‘living document’
requiring granular, meaningful entries linked to purposes, recipients, and retention periods. The
DCMS consultation Data: A New Direction (September 2021) proposed removing the ROPA
requirement entirely, estimating £1 billion in cost savings. The DPDI Bill carried forward a
diluted version. However, the DUAA ultimately retained Article 30 obligations unchanged, as
confirmed by Stephenson Harwood’s authoritative analysis (June 2025). The European
Commission, by contrast, proposed in May 2025 raising the Article 30(5) threshold from 250 to
750 employees.

2.3 Academic Literature

Academic literature consistently identifies ROPA as disproportionately burdensome for
SMEs. Tikkinen-Piri, Rohunen, and Markkula (2018) found in the European Journal for
Security Research that the GDPR demands ‘full control of every process containing personal
data,” which conflicts with SMEs’ typically informal systems. Freitas and Mira da Silva (2018)
confirmed that most SMEs were unaware of their obligations. Industry surveys suggest
documentation requirements consume an average of 120 hours annually for small businesses,
with initial compliance costs of €8,000—€50,000. Kuner, Bygrave, and Docksey (eds.), The EU
General Data Protection Regulation (GDPR): A Commentary (OUP, 2020), frame ROPA as an

accountability mechanism supporting compliance demonstration.
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2.4 The ROPA Register Module: An Applied Response

The operational burden identified by Tikkinen-Piri et al. is precisely the problem the
Vortex AgOS ROPA Register module is designed to address. The module implements a
structured data entry framework requiring the controller to document each processing activity
against the mandatory fields specified in Article 30(1): activity name, lawful basis (mapped to
the six bases in Article 6(1)), data categories, retention period, risk level, data processor
identity, purpose description, and international transfer mechanism. Each entry is timestamped
with a ‘last reviewed’ date, addressing the ICO’s requirement that ROPA function as a living

document subject to periodic review.

The design responds to a specific finding in the literature. Freitas and Mira da Silva’s
observation that SMEs are typically unaware of their obligations implies that the compliance
deficit is not merely one of resource but of knowledge. By structuring the data entry process
around the statutory requirements — forcing the user to select a lawful basis and specify a
retention period rather than recording processing activities in free text — the module embeds
legal knowledge into the interface itself. This is consistent with the ‘compliance by design’
principle articulated by the Article 29 Working Party and the broader privacy-by-design
framework in Article 25 UK GDPR. It does not, however, remove the need for legal judgment:
the selection of lawful basis and the determination of proportionate retention periods remain

substantive decisions that the system presents but does not make on behalf of the controller.

3. DATA PROTECTION IMPACT ASSESSMENTS AS META-
REGULATORY INSTRUMENTS

3.1 The Nine-Criteria Test

Article 35 UK GDPR mandates DPIAs prior to processing that is ‘likely to result in a
high risk to the rights and freedoms of natural persons.” The Article 29 Working Party
Guidelines on DPIAs (WP248 rev.01) identify nine criteria for determining ‘high risk’
processing: evaluation or scoring; automated decision-making with legal or significant effect;
systematic monitoring; sensitive or highly personal data; large-scale processing; matching or
combining datasets; data concerning vulnerable subjects; innovative use of new technologies;
and processing preventing exercise of rights. A DPIA is generally recommended where

processing meets two or more of these criteria.

3.2 The Meta-Regulatory Thesis

Reuben Binns (2017), ‘Data Protection Impact Assessments: A Meta-Regulatory
Approach,” International Data Privacy Law, 7(1), 22-35, provides the key theoretical
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contribution, arguing that the GDPR transforms DPIAs from self-regulation into ‘meta-
regulation’” — leveraging regulatees’ own capacity for compliance while maintaining
supervisory oversight and stakeholder scrutiny. Wright and De Hert (eds.) produced the
seminal edited volume Privacy Impact Assessment (Springer, 2012). Raab (2020), in Computer
Law & Security Review, explores ethical frameworks for Al and impact assessment. Gellert’s
monograph The Risk-Based Approach to Data Protection (OUP) critiques the tension between
rights-based and risk-based approaches.

3.3 The DPIA Workflow Module: Operationalising the Five-Stage Assessment

The Vortex AgOS DPIA module implements the assessment as a five-stage guided
workflow: screening, processing description, risk assessment, mitigation, and DPO sign-off.
This architecture is not arbitrary; it maps directly onto the structure prescribed by Article 35(7)
UK GDPR and the ICO’s DPIA guidance. The screening stage operationalises the WP248 nine-
criteria test by presenting the controller with specific binary questions (‘Does the processing
involve automated decision-making?’, ‘Does it involve new technologies?’) and generating an
automated determination of whether a full DPIA is triggered. The risk assessment stage
implements a likelihood-severity matrix — the standard risk analysis framework endorsed by
WP248’s definition of risk as ‘a scenario describing an event and its consequences, estimated in

terms of severity and likelihood.’

The sign-off stage is particularly significant from a regulatory perspective. Article 35
does not merely require that DPIAs be conducted; it requires that they be documented and,
where residual risk remains high, that prior consultation with the ICO be sought under Article
36. The module’s four-option decision framework — approved, approved with conditions,
rejected, or referred to ICO for prior consultation — formalises this regulatory pathway. The
‘approved with conditions’ option addresses the most common practical outcome identified in
practitioner literature: processing that is permissible but only if specified mitigation measures

are implemented and maintained.

Binns’s meta-regulatory thesis is relevant here. If the GDPR’s DPIA requirement
functions as meta-regulation — the regulator delegating compliance assessment to the
regulated entity while retaining supervisory oversight — then the platform’s structured
workflow serves as a further layer of procedural scaffolding within that delegation. The risk is
what Raab (2020) identifies: that formalisation without substantive engagement produces ‘tick-
box’ compliance that satisfies procedural requirements without genuinely assessing risk. The
module cannot prevent this outcome; it can only make substantive engagement structurally
more likely by requiring narrative inputs at each stage rather than allowing binary responses to

substitute for analysis.
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4. BREACH NOTIFICATION: THE 72-HOUR CLOCK AND THE
ENFORCEMENT GAP

4.1 The Two-Tier Notification Regime

Articles 33 and 34 UK GDPR establish the breach notification regime. Article 33
requires notification to the ICO ‘without undue delay and, where feasible, not later than 72
hours after having become aware’ of a breach. Article 34 requires communication to affected
data subjects where a breach is ‘likely to result in a high risk.” The DUAA harmonised PECR
breach reporting with the UK GDPR 72-hour deadline and aligned PECR fines with the UK

GDPR maximum of £17.5 million or 4% of global turnover.

4.2 Enforcement Data

The ICO received 12,412 personal data breach reports in 2024/25, yet only 3% led to an
investigation and 85% were resolved through informal action. The DSIT Cyber Security
Breaches Survey 2025 found that 43% of businesses experienced breaches or attacks. Major
enforcement cases include British Airways (£20 million, 2020), Marriott International (£18.4
million, 2020), and Capita (£14 million settlement, 2025, following a ransomware attack
affecting 6.6 million individuals). Professor David Erdos (Cambridge) published a significant
critique in July 2025, finding that the ICO issued only 2 UK GDPR fines in 2024/25 compared

with over 200 each in Germany and Spain.

4.3 The Breach Notification Module: Time-Critical Compliance Under Pressure

The 72-hour notification deadline under Article 33 creates a compliance obligation that
is inherently time-critical, high-stakes, and occurs under conditions of organisational stress.
The Capita enforcement action illustrates the consequence of procedural failure: a 58-hour
delay in quarantining a compromised device was identified by the ICO as a critical failure
contributing to a £14 million penalty. The Vortex AgOS breach notification module addresses
this by implementing a live countdown timer from the moment a breach is reported internally,
maintaining visibility of the remaining hours and minutes before the ICO notification deadline

expires.

The module’s design reflects two regulatory requirements that are frequently
overlooked in practice. First, Article 33(3) specifies four mandatory elements of notification:
the nature of the breach, approximate numbers affected, likely consequences, and measures
taken or proposed. The module structures the breach reporting form around these four fields,
preventing incomplete reports from being generated. Second, Article 33(5) requires controllers
to document all breaches regardless of whether they are notifiable — a requirement that the

breach register satisfies by logging every incident, including those classified as low-severity.
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The auto-drafted ICO notification letter within the module follows the ICO’s prescribed
notification format, addressing each Article 33(3) field in sequence. This is significant because,
as the Beyond Encryption analysis of ICO breach data demonstrates, the most common

notification failures involve incomplete information rather than late reporting.

From a scholarly perspective, the module responds to the tension identified by Laube
and Bohme (2016) between the social welfare benefits of mandatory reporting and its costs. By
reducing the administrative overhead of notification — pre-populating fields, maintaining the
breach register automatically, and generating structured documentation — the platform reduces
the marginal cost of compliance, potentially shifting the cost-benefit analysis in favour of more

complete and timely reporting.

5. CONSENT ARCHITECTURE: FROM LEGAL THEORY TO DARK
PATTERNS

5.1 The Legal Standard and DUAA Reforms

Article 4(11) UK GDPR defines consent as ‘freely given, specific, informed and
unambiguous.” PECR Regulation 6 governs cookies and similar technologies. The CJEU’s
Planet49 judgment (Case C-673/17, 2019) established that pre-ticked checkboxes cannot
constitute valid consent. The DUAA introduces new exemptions from consent for analytics,
functionality, security, and software update cookies, effective 5 February 2026. Even where
consent is not required, organisations must provide clear information and a ‘simple and free’

means to object.

5.2 Empirical Evidence on Consent Mechanisms

Nouwens et al. (2020), ‘Dark Patterns after the GDPR,” CHI 20 (ACM), found that
only 11.8% of consent implementations met minimal legal requirements, with removal of the
opt-out button increasing consent by 22—23 percentage points. Utz et al. (2019), ‘(Un)informed
Consent,” CCS ’19 (ACM), found that only 0.1% of users would actively consent to third-party
cookies under data-protection-by-default. Machuletz and Bohme (2020) found that default

‘select all’ buttons increased acceptance while reducing users’ ability to recall their choices.

5.3 The Consent Manager Module: Addressing the Dark Patterns Literature

The Vortex AgOS consent manager operates at two levels. At the organisational level, it
provides a dashboard tracking opt-in rates across consent categories (marketing, analytics,

third-party sharing, profiling), enabling the DPO to monitor consent health across the
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organisation. At the data subject level, it includes an embeddable cookie preference widget
designed for deployment on client websites.

The widget’s design engages directly with the dark patterns literature. Nouwens et al.’s
finding that most consent interfaces fail to meet legal requirements stems from specific design
failures: pre-selected categories, asymmetric emphasis on ‘accept’ over ‘reject,” and buried
granular controls. The Vortex AgOS widget implements individual toggle switches for each
consent category, with no categories pre-selected (in line with Recital 32’s prohibition on pre-
ticked boxes), and places the ‘Save Preferences’ button symmetrically below all toggles rather
than positioning an ‘Accept All’ button prominently. Essential cookies are displayed as non-
toggleable — always on and visually distinguished — providing transparency without creating

a false impression of choice where none exists.

The module must now also account for the DUAA’s new cookie exemptions. Where
processing falls within the analytics, functionality, or security exemptions, the legal obligation
shifts from opt-in consent to opt-out transparency: the organisation must provide clear
information and a ‘simple and free’ means to object. This represents a meaningful change for
consent management platforms, which must now distinguish between consent-required
categories (advertising) and notice-with-opt-out categories (analytics). The module addresses
this through category-level configuration, allowing the DPO to designate which categories
operate on a consent basis and which on a legitimate interest or DUAA exemption basis. This is
a non-trivial design decision with legal consequences: miscategorisation could expose the

controller to enforcement action.

6. SUBJECT ACCESS REQUESTS: FUNDAMENTAL RIGHT AND
OPERATIONAL BURDEN

6.1 Statutory Framework and DUAA Reforms

Article 15 UK GDPR grants data subjects the right of access. Article 12(3) establishes
the one-month response deadline. The DUAA introduces two reforms: a codified ‘reasonable
and proportionate’ search standard, and a ‘stop the clock’ mechanism for identity verification.
The leading case law includes Dawson-Damer v Taylor Wessing LLP [2017] EWCA Civ 74,
establishing that motive for making a SAR is irrelevant, and Ittihadieh v 5-11 Cheyne Gardens
[2017] EWCA Civ 121, establishing the proportionate search principle.

6.2 Compliance Failures and the Weaponisation Problem

ICO enforcement reveals systemic failures: in September 2022, the Ministry of Defence
had 9,000 outstanding DSARs with 12-month waiting times. Research by Talend found that

AFC Fintech Ltd — Page 9



The AFC Review — Seminar Paper Series — April 2026

58% of GDPR-relevant companies failed to meet the one-month deadline. DSARs cost UK
businesses between £72,000 and £336,000 annually. The growing phenomenon of
‘weaponised’ SARs — requests made to cause disruption rather than exercise rights — was a
significant driver of the DPDI Bill’s unsuccessful attempt to lower the refusal threshold.

6.3 The SAR Module: Deadline Management and the DUAA Clock Mechanism

The SAR module implements a workflow management system tracking each request
from receipt through data gathering, review, and dispatch. The ‘days remaining’ countdown for
each active SAR addresses the most common compliance failure identified in the literature: not

that organisations refuse to comply, but that they fail to track and meet the statutory deadline.

The DUAA’s ‘stop the clock’ mechanism creates a new technical requirement for SAR
management systems. Where the controller requests identity verification or clarification, the
one-month deadline is suspended from the date of the request until the date the data subject
responds. The module must therefore maintain three temporal variables for each SAR: the date
of receipt, any suspension period(s), and the adjusted deadline. This is a non-trivial
computation when multiple clarification requests are made, and errors in calculation directly
expose the controller to enforcement risk. The module’s automated deadline recalculation
eliminates the manual calculation errors that, as the ICO’s 2022 reprimands demonstrate, are a

primary cause of SAR non-compliance.

The module’s identity verification field also addresses a practical tension. Article 12(6)
permits the controller to request additional information to confirm the data subject’s identity
where there are ‘reasonable doubts.” However, the ICO has warned against using verification
requirements as a de facto barrier to access. By logging whether identity has been verified and
linking this to the stop-the-clock mechanism, the module creates an audit trail demonstrating
that verification was sought for legitimate reasons and that the clock was paused and resumed
appropriately — the kind of documentation that, in Dawson-Damer, the Court of Appeal

indicated would be relevant to assessing the controller’s compliance.

7. DATA RETENTION: STORAGE LIMITATION VERSUS
STATUTORY MINIMUMS

7.1 The Regulatory Framework

Article 5(1)(e) UK GDPR enshrines the storage limitation principle. The practical
challenge lies in the complex matrix of sector-specific statutory retention obligations: HMRC
requires 6 years for tax records; Working Time Regulations require 2 years; COSHH health
surveillance records require 40 years; NHS adult patient records require 8 years after discharge;
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and FCA-regulated records require 5 years minimum. The ICO emphasises that the UK GDPR
sets no specific time limits and data should not be kept ‘just in case.’

7.2 The Retention Module: Visualising the Deletion Obligation

The Vortex AgOS data retention module implements a visual timeline system
displaying retention periods as progress bars, showing elapsed time against total retention
period for each data category. Approaching deadlines are colour-coded red, with automated
alerts triggered when data categories reach their scheduled deletion dates. This design
addresses a specific compliance failure identified in ICO audit practice: organisations that
establish retention policies but fail to implement deletion because no system exists to monitor

approaching deadlines.

The deletion approval workflow within the module is a deliberate design choice that
merits analysis. Rather than automating deletion — which would be technically straightforward
— the module requires DPO approval before scheduled deletions proceed. This reflects the
legal reality that deletion is rarely a straightforward binary decision. Article 17 provides
exceptions for legal claims, legal obligations, public health, and archiving purposes, any of
which might apply to data that has reached its nominal retention period. A fully automated
deletion system would risk destroying data that is subject to a legal hold, an ongoing SAR, or a
regulatory investigation. The approval workflow preserves human judgment at the point of

irreversible action while automating the monitoring and alerting functions that precede it.

8. ACCOUNTABILITY AND THE AUDIT TRAIL AS DEMONSTRABLE
COMPLIANCE

8.1 The Accountability Principle

Article 5(2) UK GDPR contains the accountability principle in characteristically terse
terms: ‘The controller shall be responsible for, and be able to demonstrate compliance with,
paragraph 1.” This two-limbed obligation — responsibility plus demonstrability — underpins
every other data protection principle. Bennett and Raab (2020) found that conceptual
foundations have shifted toward ‘accountability, risk, ethics and the social/political value of
privacy.” Lynskey’s ‘Complete and Effective Data Protection’ (2023) analyses the expanding
scope of GDPR. Bygrave’s Data Privacy Law (OUP, 2014) observes the paradox of

‘increasingly elaborate legal structures’ accompanying eroding privacy protection.
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8.2 The Audit Trail Module: The Demonstrability Limb in Practice

The audit trail module records every action taken within the Vortex AgOS platform:
every ROPA entry created or amended, every DPIA initiated and signed off, every breach
reported and escalated, every SAR received and responded to, every retention deletion
approved, and every consent preference updated. Each entry is timestamped and attributed to

the user who performed the action.

This module is not merely an administrative convenience; it is the technical
embodiment of the demonstrability limb of Article 5(2). The ICO’s Accountability Framework
specifies that controllers must be able to demonstrate what they did, when they did it, and why.
In the context of ICO investigation or enforcement action, the audit trail provides the evidential
foundation for the controller’s compliance case. The British Airways and Marriott enforcement
actions are instructive: in both cases, the ICO’s penalty assessment considered the adequacy of
the controller’s security measures and incident response. A contemporaneous, timestamped
record of compliance actions — rather than a retrospective reconstruction — constitutes
materially stronger evidence of the ‘appropriate technical and organisational measures’

required by Article 32.

From an academic perspective, the audit trail module engages with what Bennett and
Raab (2012) describe as the ‘accountability approach’ to privacy governance: the proposition
that organisations should be judged not merely on whether a breach occurred but on whether
appropriate systems were in place to prevent it and to respond when prevention failed. The
platform’s cross-module audit trail provides a unified record of the controller’s compliance
posture, linking decisions (DPIA sign-off), events (breach reports), and responses (ICO
notifications, SAR dispatches) into a single chronological narrative that a regulator — or, in the

event of litigation, a court — can evaluate.

9. THE COMPLIANCE DASHBOARD: OPERATIONALISING
ACCOUNTABILITY AS VISUAL INTELLIGENCE

9.1 The Accountability Visibility Problem

The accountability principle under Article 5(2) UK GDPR requires controllers not merely to
comply but to demonstrate compliance. Yet the concept of demonstrability presupposes that
the controller has, at any given moment, a comprehensive understanding of their own
compliance posture. In practice, this understanding is rarely available. Compliance
information is typically distributed across multiple systems, departments, and document
repositories. The DPO who is asked by the ICO to provide an immediate assessment of the
organisation’s data protection health cannot do so because the information required to form
that assessment does not exist in any single location.

This is the problem the Vortex AgOS Compliance Dashboard addresses. It aggregates
compliance data from every module within the platform — ROPA entries, DPIA statuses,
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active breaches, open SARs, consent rates, retention policy adherence, and audit trail
completeness — into a single visual interface. The dashboard presents a composite
compliance score, expressed as a percentage, calculated from weighted assessments across
each statutory domain. Each domain is displayed as a progress bar with colour-coded status:
green for adequate compliance, amber for areas requiring attention, and red for domains
where the organisation is materially non-compliant.

9.2 The Compliance Heatmap and Temporal Accountability

The dashboard incorporates a compliance activity heatmap displaying twelve weeks of
compliance actions across all modules. Each cell represents a single day, with colour
intensity proportional to the volume of compliance activity recorded. The heatmap serves two
functions. First, it provides the DPO with an immediate visual indicator of compliance
engagement over time — periods of inactivity are visible as pale or empty cells, signalling
potential lapses in ongoing compliance monitoring. Second, it creates a temporal
accountability record that addresses the ICO’s Accountability Framework requirement that
controllers demonstrate not merely that they have compliance systems but that those systems
are actively and consistently used.

This temporal dimension is significant because accountability under Article 5(2) is not a
point-in-time obligation. The ICO’s enforcement practice — as demonstrated in the Capita
settlement — examines whether adequate systems were maintained over the period preceding
the breach, not merely whether they existed on the date of the ICO’s investigation. A
heatmap showing consistent daily compliance activity across multiple modules constitutes
materially stronger evidence of ongoing accountability than a static policy document that may
or may not reflect actual practice.

9.3 The Data Flow Overview

The dashboard also presents a visual data flow diagram illustrating the lifecycle of personal
data through the organisation: from collection (forms, APIs, imports) through the consent
gate (Article 6 and Article 9 lawful basis verification), processing (CRM, payroll, analytics),
storage (encrypted, access-controlled), international transfers (Articles 44—49 safeguards),
and finally deletion (retention policy-driven purge). This diagram provides the DPO with a
structural overview that connects the individual compliance modules into a coherent
governance narrative. The ICO’s Data Protection Audit Framework emphasises that
controllers should understand and be able to explain their data flows. The visual data flow
diagram embeds this understanding into the daily compliance interface.

10. AUTOMATED DECISION-MAKING, INTERNATIONAL
TRANSFERS, AND ORGANISATIONAL DATA MAPPING

10.1 The Article 22 Automated Decision Register

Article 22 UK GDPR provides that data subjects have the right not to be subject to decisions
based solely on automated processing which produce legal effects or similarly significant
effects concerning them. The exceptions under Article 22(2) — explicit consent, contractual
necessity, and authorisation by law — each carry specific safeguards. Where automated
decision-making is permitted, Article 22(3) requires the controller to implement suitable
measures to safeguard the data subject’s rights, including the right to obtain human
intervention, to express their point of view, and to contest the decision.
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The Vortex AgOS Article 22 Register implements a dedicated compliance module for
organisations that deploy automated decision-making systems. Each registered system is
documented with: the system name and description, the lawful basis for automated
processing (mapped to Article 22(2)(a)—(c)), the human oversight mechanism (specifying
whether human review is applied to every decision, on appeal only, or through periodic
sampling), the date of the most recent DPIA, and the number of contest requests received in
the current quarter. Systems are classified by compliance status: compliant (human oversight
active and DPIA current), attention required (DPIA overdue or oversight mechanism
inadequate), or non-compliant (no human review mechanism documented).

This module addresses a practical gap in most organisations’ compliance arrangements.
While Article 22 is well understood in principle, few organisations maintain a centralised
register of their automated decision-making systems. The ICO’s guidance on automated
decision-making emphasises that controllers must be able to identify all systems that make or
contribute to significant decisions about individuals. The module’s linkage to the DPIA
workflow ensures that high-risk automated systems are subject to the impact assessment
required by Article 35(3)(a), which specifically identifies automated processing with legal or
significant effects as a trigger for mandatory DPIA.

10.2 The International Transfer Assessment Module

The post-Schrems II landscape requires controllers to conduct Transfer Impact Assessments
for every transfer of personal data to a jurisdiction without an adequacy decision. The
European Commission’s renewed UK adequacy decision (19 December 2025) provides
stability for UK-EU transfers until December 2031, but UK controllers transferring data to
third countries — most commonly the United States — must independently assess the
adequacy of protection in the recipient jurisdiction.

The Vortex AgOS International Transfer module maintains a transfer register documenting
every international data flow: the recipient entity and jurisdiction, the categories of personal
data transferred, the transfer mechanism (adequacy decision, Standard Contractual Clauses,
Binding Corporate Rules, or derogation), and the status of the Transfer Impact Assessment.
Transfers to adequate jurisdictions are marked compliant; transfers protected by SCCs with a
completed TIA require monitoring; and transfers where the TIA is overdue are flagged for
immediate attention.

This module responds to a compliance obligation that many organisations fail to document
systematically. The EDPB’s Opinions 26/2025 and 27/2025 on the UK adequacy renewal
specifically flagged concerns about the monitoring of onward transfers from the UK. Transfer
documentation is not merely a record-keeping exercise but a condition of the adequacy
framework within which UK controllers operate.

10.3 The Organisation Data Map

The data mapping module provides a visual representation of the organisation’s personal data
ecosystem, displaying the flow of data from collection points (web forms, email, telephone,
in-person interactions), through processing systems (CRM, payroll, analytics), to storage
locations (UK servers, EU cloud infrastructure, US processors), and ultimately to deletion
under retention policies. The map is accompanied by two supplementary registers: a
controller and processor register documenting every entity involved in the processing of
personal data, including contract status and data categories handled; and a data categories
summary quantifying the volume of records held in each category with associated sensitivity
classifications.
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The ICO’s Data Protection Audit Framework identifies data mapping as a foundational
compliance activity. Without a comprehensive understanding of what personal data the
organisation holds, where it is stored, who processes it, and how it flows through the
organisation, compliance with specific obligations — Article 30 documentation, Article 35
impact assessment, Article 33 breach notification — is necessarily incomplete.

11. COMMERCIAL VIABILITY AND THE MARKET FOR
COMPLIANCE INFRASTRUCTURE

11.1 The Compliance Technology Market and the SME Gap

The global regulatory technology market was valued at approximately $12.82 billion in 2023,
with projections reaching $85.92 billion by 2032 (Grand View Research). Within the data
protection compliance segment, the dominant platforms — OneTrust, TrustArc, BigID,
Securiti — serve predominantly enterprise clients at price points ranging from £15,000 to
£50,000 per annum. These platforms are comprehensive but inaccessible to the small and
medium-sized enterprises that constitute the vast majority of UK data controllers. The result
is a bifurcated market: large organisations invest in enterprise compliance platforms, while
SME:s rely on manual processes, spreadsheets, and ad hoc documentation that the empirical
evidence demonstrates are inadequate.

This market structure creates a specific commercial opportunity. There are approximately 5.5
million private sector businesses in the UK, virtually all of which process personal data in
some form. Even restricting the addressable market to the estimated 1.4 million businesses
that process personal data at a scale requiring structured compliance management, the
potential user base vastly exceeds the approximately 10,000 organisations currently served by
enterprise compliance platforms.

11.2 The Vortex AgOS Pricing Architecture

Vortex AgOS addresses this gap through a tiered subscription model. The Starter tier (£149
per month) provides core compliance modules — ROPA, DPIA, breach notification, consent
management, SAR tracking, and audit trail — for organisations with a single operating
location and up to 500 data processing transactions per month. The Growth tier (£299 per
month) extends coverage to five operating locations, 2,000 transactions, and adds the Article
22 register, international transfer assessments, and data mapping modules. The Enterprise tier
(£599 per month) provides unlimited locations, white-label deployment, and dedicated
compliance support. Transaction fees of 0.3-0.5% apply to payment processing through the
integrated Vortex AgOS payments infrastructure, creating a secondary revenue stream.

11.3 Revenue Sustainability and Client Retention

The commercial model exhibits structural characteristics that support revenue sustainability.
First, compliance data is inherently sticky: once an organisation has built its ROPA register,
DPIA library, breach log, and audit trail within a platform, migration to an alternative system
involves significant operational risk. The audit trail must be maintained as a continuous
chronological record; fragmentation across platforms would undermine its evidentiary value.
Second, the GDPR compliance obligation is ongoing and non-discretionary. Third, the
platform’s integration with Vortex AgOS payments and governance modules creates an
upsell pathway: organisations using the GDPR Compliance Manager are natural prospects for
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the Digital Vestry (faith governance) or Tax Shield (commercial VAT and MTD compliance)
modules.

Break-even analysis indicates profitability at 32—38 subscribing organisations at a blended
average revenue of approximately £249 per month. Year 1 revenue is projected at £48,312,
rising to £764,800 by Year 3. Gross margins at scale are projected at 96%, reflecting the low
marginal cost of serving additional subscribers on shared cloud infrastructure. These
projections are conservative in the context of a market where the addressable population
exceeds one million organisations and the regulatory obligation is statutory.

12. POST-BREXIT DIVERGENCE AND THE ADEQUACY
FRAMEWORK

The European Commission formally renewed both UK adequacy decisions on 19
December 2025, valid until 27 December 2031. The EDPB Opinions flagged concerns about
the Secretary of State’s secondary legislation powers and the ‘not materially lower’ adequacy
test. Key areas of divergence include the PECR cookie exemptions, more permissive automated
decision-making, and a sector-led approach to Al regulation. Erdos’s most recent analysis
identifies a serious enforcement divergence: in 2024, EU member states collectively issued
1,396 fines totalling €1,254 million, compared with the ICO’s 2 UK GDPR fines totalling
approximately £4 million.

For compliance platform design, the adequacy renewal provides a stable six-year
planning horizon. However, the EDPB’s monitoring conditions mean that the platform must be
capable of tracking regulatory change — the consent module, for example, must already
distinguish between the pre-DUAA consent-for-all-cookies regime and the post-DUAA
exemption-based approach. This adaptability is not merely a software design challenge; it
reflects the broader reality that regulatory technology must be responsive to legal change in
near real-time, a requirement that static compliance frameworks (printed policies, annual

audits) are structurally unable to satisfy.

13. LIMITATIONS, RISKS, AND THE BOUNDARIES OF
AUTOMATED COMPLIANCE

It would be intellectually dishonest to present automated compliance platforms as a
complete solution to the operational deficits identified in this paper. Several limitations and

risks require acknowledgment.

First, automation may create a false sense of security. Raab’s (2020) concern about
‘tick-box’ compliance applies with particular force to systems that reduce legal obligations to
form fields and dropdown menus. A DPIA conducted through a guided workflow is not
inherently superior to one conducted through deliberative professional judgment; it is merely

more consistently structured. The risk is that organisations treat completion of the module’s
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workflow as evidence that a genuine risk assessment has occurred, when in reality the
substantive analysis — what risks does this processing pose to data subjects? — may have been
superficial. The platform can enforce procedural completeness but cannot enforce substantive
quality.

Second, the platform operates within the controller’s existing data environment. A
ROPA register is only as accurate as the information entered into it; if an organisation fails to
identify a processing activity, no software can detect the omission. Similarly, the breach
notification module cannot detect breaches that the organisation itself has not identified. The
platform is a compliance management tool, not a compliance detection tool. This distinction is
fundamental and should not be obscured.

Third, the question of who bears responsibility for compliance decisions mediated
through software remains unresolved in the literature. Article 5(2) assigns accountability to the
controller, not to the controller’s software vendor. If the platform’s DPIA screening incorrectly
determines that a full assessment is not required — because the screening questions were
inadequately specified — liability rests with the controller, not with the platform. This
allocation is correct as a matter of law, but it highlights the governance challenge of ensuring
that compliance platforms are themselves subject to regular review and updating as regulatory
expectations evolve.

14. CONCLUSION

This paper has examined the legal, regulatory, and academic foundations of the seven
compliance domains addressed by the Vortex AgOS UK GDPR Compliance Manager, and has
analysed how the platform’s modular architecture responds to specific deficits identified in the

scholarship. Three central findings emerge.

First, the statutory framework is stable. The DUAA preserved the core GDPR
compliance architecture — DPOs, ROPAs, DPIAs, the accountability principle — despite the
DPDI Bill’s attempt at more radical deregulation. The renewed EU adequacy decision provides
a planning horizon until December 2031. For platform designers, this means the seven-module
structure maps onto continuing legal obligations that are unlikely to undergo further structural
change in the near term.

Second, the compliance gap is operational, not legal. The empirical evidence — 11.8%
consent compliance (Nouwens et al.), 58% SAR deadline failure (Talend), 9,000-strong DSAR
backlogs (ICO enforcement data) — demonstrates that organisations know what the law

requires but lack the systems to implement it consistently. Automated compliance platforms
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address this gap by embedding legal requirements into operational workflows, reducing the gap
between obligation and practice.

Third, automation has limits. Platforms can enforce procedural completeness and
temporal compliance (deadlines, countdown timers, scheduled reviews) but cannot substitute
for substantive legal judgment. The accountability principle under Article 5(2) demands that
controllers understand and take responsibility for their compliance decisions, not merely that
they use tools that generate the documentation of compliance. The most effective deployment
of compliance technology is therefore not as a replacement for legal expertise but as
infrastructure that frees limited compliance resources to focus on the substantive decisions —
risk assessment, lawful basis selection, proportionality analysis — that the law requires humans

to make.

The ongoing enforcement deficit documented by Erdos suggests that the ICO’s capacity
to scrutinise individual organisations’ compliance arrangements remains limited. This does not
diminish the legal obligation; it means that when enforcement does occur, the consequences are
disproportionately severe, as the Capita settlement demonstrates. Organisations that can
demonstrate — through contemporaneous audit trails, structured DPIA documentation, and
automated deadline management — that they maintained appropriate systems are materially
better positioned to respond to regulatory scrutiny than those relying on ad hoc processes. This
is not a commercial argument; it is the logical consequence of a legal regime that places

demonstrable compliance at the centre of its accountability framework.
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